3GPP TSG SA WG3 (Security) Meeting #93
S3-183551
12-16 November 2018, Spokane(US)
revision of S3-18xabc
Source:
Samsung

Title:
Key issue on AS security during RRC Idle mode
Document for:
Approval

Agenda Item:
8.9
1
Decision/action requested

This contribution proposes a key issue on AS security during RRC idle mode to be captured in TR 33.809
2
Rationale

SA3 studied the security mechanism for active identification of the Fake gNB (in TR 33.899: this TR is withdrawn), however due to other 5G feature priorities, dependency on the RAN2  and limited time to complete normative work on NR procedures in SA3 and RAN2, SA3 could not make progress in Rel-15. Therefore this contribution re-introduce the key issue on the AS security during RRC Idle mode to TR 33.809 for further contribution.
3
Detailed pCR proposal

**********************Begin of Changes***********************
X.Y 
Key Issue #A.B: 
AS security during RRC Idle mode

X.Y.1 
Key issue details

In 3GPP systems, after camping on the cell, UE typically acquires the system information from the camped cell and performs initial access to transition to connected state to obtain services. In Rel-15 NR UE in idle state perform PLMN selection, monitor paging, perform cell selection and cell re-selection and apply access control before making an access attempt. In future releases other services such as MBMS, proximity services, etc. shall be supported by UEs in idle state. When the UE select a cell for camping in RRC idle state, or perform cell re-selection in idle state it does not validate whether the gNB associated with the serving cell is authentic or fake. As a result, UE may camp or re-select to a cell served by a rogue gNB leading to denial of services (for example for the following services: public safety warnings, incoming emergency calls, real-time application server push services, proximity services, MT calls etc.). Mounting of these attacks without knowledge of UE is highly possible, especially in auditoriums, play grounds, shopping malls, corporate buildings, conference venues and theatres. Unless the UE initiates any service, the UE will not come out of the fake cell and all the mobile terminated services and service information are blocked by the fake cell. 

So far 3GPP systems focused on providing AS secure communication in the RRC connected state and security aspects in idle state are not considered. In future releases it is expected multiple diverse services will be obtained by the UE in the idle state, therefore it is necessary to consider and ensure the security of the messages carrying the service/service information, even when the UE is in idle state. 

X.Y.2 
Security threats

If the UE camps on a fake cell during RRC Idle state (and there is no authenticity verification done), then the attacker can successfully mount DoS attack on the UE for the following services obtained when the UE is in RRC Idle state:

a) Detection of mobile terminated services (for example, incoming calls, connection request from application servers, etc.), system information change; 

b) UE interested in the D2D service can acquire the broadcasted system information and uses the radio resources configured via the system information for the D2D discovery/communication transmission/reception; 

c) UE interested in the MBMS reception can acquire relevant system information and uses the control information indicated in the system information for MBMS reception.

Mounting of these attacks without knowledge of UE is highly possible, especially in auditoriums, play grounds, shopping malls, corporate buildings, conference venues and theatres. Unless the UE initiates any service (Mobile Originated service), the UE will not come out of the fake cell and all the mobile terminated services and service information are blocked by the fake cell. 
X.Y.3 
Potential security requirement

-
5G system should provide a means to ensure a UE in idle state is able to determine the authenticity of a cell.

**********************End of Changes***********************
